HE uimadvi FCR: Dirsctor of Central Intelligence

SURIECT , s DCID 1/11, Sacuri%g Cozmmitine

i. Hespondlng to an IC peport on "Invelligence Community
Security Problems,” dated 23 September 1573, and a suggested
revision of LCID 1/11 wnish would expand respcﬁaibiliti“s of
the aecari»y Committee, tae DCI on 7 Hevexber 1373 tasked
the Security Comnmittee chalrman to prepare 3 revised.D”IB

/11 for submission to the USIB,

2. The Secarity Coralttee prepared snck & ZCID, wiah
¢k 21l commlitze members coneurrsd, ¥hen the 0ffice of
sarity sought CIA coordination, however, the DI on 14
TUATY 19?2 recomeended & Tihorough peeonsidersticon of the
aope @f the reconsitituvted commitiee with a view to confining
i; to the traditienal security topies.® He also noted some
*inconsisteney between the statemenis of missions and funetlions®™
and indicated he had problesms with "those peortions of the
eharter which deal with eoapartmentat don.”

3. uenerai Graham and Dr. Proctor have since discussad
tha problen of expanding Security Committee responsibliities
& have no basic differenges as to the need to strengihsn
*e U315 mechanisn which supports the BCI on a wide range of
azcurity matters and particularly on security pelicy issues.
Yhey azreed that the key initial task should be to identifly
an appropristely qualified officer to beecome the full-time

‘ghalrman of a recuvs 1tused Security Commlittee. Such a

chalyman anas £ have @ bagkground whieh includes consuper

and intallls e analyst oriestaticn as well &8 a knowledge
seouris g mazgers. Thg Security Committes would hs
zposed, as pow, of reoresentatives of the various L3IB

to the reconstituted Security Committes,
5315 leval ‘Nxeeazive Panel™ be estadliisihed
214 angd CIA USILE Hembers or thelr

Approved For Release 2003/0.1/26.: CIA-RDP9Y6B01172R000300010004-5
ot




irmpdlale Jdenu
noliey zullanee Ox the nze of feeurdity iszues and
: neé enchangs of inzsl
cenee with forelisn goveraments. These Individunls wouls
in Lbe best positicn to provide suoen guldande becauss
sre the Be8Y knowledzeable aboub and senaitivs to US
=ilitary and intelligense peliey snd relaticss with for
sovernaents.

”
£
-
£

5. A& 1ist of poasible CI4 candldates for seolschion as
chalrman has been discussed with Jeha F. Slake, A/DUHES, and

| asting Security Cosmittse Chalrman., Jo congael

nas bDeen Rmade #idh any of the perscns ligled Lelow pendlug
“iscusslion with you.

. &. If a CIA officer 13 o be selscted 28 full~
tine enairdan of the new 3ecurity Commisttee 1t would bs
prefersble thef he be an officer still on astive duiy.
o nases are proposed since it is cousidered you will

- be the beat Judge as %9 the relative walue of having
cae of your sanior personnel ralisved of his prsasni
assiznuent $0 take over the Sacurity Commiites,

. If far sowme reasson no one presenily on board
43 avalladle, yeu wizkt cunsider contirael cmpioyssant of
Bonsone Bush &8 | | If wyeu elzes this Toute,
one of the following recently retirsd CIA offlelals
migat be recrultsd $o sorve as chalrman on a two or
three days per week basls: '

Lawrense Eousion
- Hilliam Broe

|
JBCE Smith.

&. It 18 sugzested that you raise at an early U3IR
meeting the sublest of selsstion of & ehairman for a Sscurisy
Conmitiee with responsibilities conslderably expandsd from
those of tha present commiitee, snd iluvite noxminastions for
ceasiderstion. -
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SRR I

e propused new SUID 1711 whien it is
sglecied to chalr the Sscurity

E ¥ 2view from the standpoint of its
support nia in respunding to the security poliey
curity needs of $he USIB and $he DCI, =2nd to

1% 1% %0 the USIB for approval. This graft izslindes
revision of ths mission and funcitlons szcilens previsusly
anproved DY the 3ecurdity Commitiees to 2liminats whas wars
govsidered to be is

; seonsistensies, but Jdoes nol change the
gsubstance of what the 3ecurity Cosmmitiee draft contained.

8

8. An eariy opportuniiy 2 discuss with vou the
appointment of the Sesurlily Commitise enairzan 13 regussted.
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5 DEC 1973

MEMORANDUM FOR: Deputy Director for Intelligence

SUBJECT . 19 November 1973 Redraft of DCID 1/11

1, As you recall, | was ready to present a
draft of DCID 1/11 Security Committee at the pre-USIB meeting of
7 November 1973. There were some issues of concern_and the result

was that the Director of Central Intelligence approved | 25X1
recommendation that the paper be taken off the 8 November 1973 U

agenda and remanded to the Security Committee for review and resub-
mission to USIB.

2. The Security Committee considered the first draft at its
November meeting and observed that there was further work to be
done on it. The Director of Security, CIA, was tasked with preparing
a revision. He in turn gave it to me. The revision is attached with
2 date of 19 November 1973. On 30 November, the Director of Security
approved my recommendation that we disseminate this version to those
in thé Agency who commented on the first draft before taking it back to

the Security Committee.

3. I have already been in touch with He sug- 25X1A

gested shortening the statement of missions and noted that this revision
introduces specific mention of releases of intelligence to foreign govern-
ments and review of compartmented procedures.

4. Tn order to keep the DCID 1/11 at least as short as it is but
at the same time to try to accommodate the widely held opinion that the
DCID 1/11 should provide more specific statements on the TSCC, com-
puter security and compartmentation matters, it is considered that we

should make these additional statements as attachments to the basic o &:;3
DCID 1/11. St

‘ 25X1
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5. Your comments on the 19 November 1973 revision ang\i the
ideas in paragraph four above would be appreciated.

25X1A

Chief, Special Security Center

Att
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DIRECTOR OF CENTRAL INTELLIGENGCE DIRECTIVE NO. 1/11
(Attachment 2)
Computer Security

The functions of the Security Committee include:

(1) To review, formulate and recommend to
the DCI policies, standards, and procedures to protect
intelligence data stored or processed by computer.

(2) To advise and assist the DCI, the Intel-
ligence Community Staff, Committees of the United States
Intelligence Board, USIB member agencies and departments,
and other intelligence users with respect to all computer
security issues and to resolve conflicts that may arise in
connection therewith,

(3) To formulate and recommend to the DCI
Tesource programming objectives for USIB departments
and agencies in the field of computer security in considera-
tion of current and foreseen vulnerabilities and threats and
with regard for the effective and efficient use of resources;
to foster and to monitor an aggressive program of computer
security research and development in the Intelligence Com-
munity in order to avoid unwarranted duplication and to
assure the pursuit of an effective effort at resolving tech-
nical problems associated with the protection of computer
operations,

(4) To coordinate all aspects of Intelligence
Community efforts in defense against hostile penetration
of Community computer systems and as feasible to support
other Government and national efforts aimed at improving
computer security technology; to foster a coordinated
program of Intelligence Community computer security
training and indoctrination.
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Attachment 2

(5) To facilitate within the Intelligence Com-
munity the exchange of information relating to computer
security threats, vulnerabilities, and countermeasures
by providing a focal point for the evaluation of foreign
intentions and capabilities to exploit Community computer
operations, for central notification of hostile exploitation
attempts, for the preparation of damage assessments of
incidents of foreign exploitation of intelligence computer
operations, and for the formulation of Community policy
on the release of computer security information to foreign
governments and international organizations.

(6) To review, formulate and recommend mini-
mum computer security standards, procedures and criteria
as guidance for system design, evaluation and certification
of acceptable levels of security for computer systems.
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